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High Hesket CE School 

Privacy Notice for the school workforce 

How we use school workforce information 

High Hesket CE School is the data controller under the UK General Data Protection Regulation (UK GDPR) 
for the use of personal data explained in this Privacy Notice. 

Personal data is any information that can be used to identify a living person, either on its own, or in 
combination with other data.  Processing includes collection, use, and storage. 

Our address and contact details are: 

High Hesket CE Primary School 

High Hesket, Carlisle, Cumbria, CA4 0HU 

School e-mail & telephone contact: 

admin@high-hesket.cumbria.sch.uk  

(01697) 473386 

Our Data Protection Officer is Catherine Hunt and she can be contacted using the details given above. 

The categories of school workforce information that we process include: 

• Personal identifiers like name, address, contact details, employee or teacher number, national 
insurance number, and image. 

• Financial information like bank account, pension, benefits, insurance, and similar details 

• Special categories of data like medical information for emergency or occupational health reasons; 
criminal conviction or social care action information for legal and safeguarding reasons; and protected 
characteristics information like gender, age, ethnic group etc. 

• Contract information like start dates, hours worked, post, roles, salary information, and pre-
employment vetting information like references; 

• Work absence information like the number of absences and reasons; 

• Qualifications and, where relevant, subjects or specialisms taught. 

Why we collect and use this information 

We use school workforce data to: 

a) recruit appropriately and to inform the development of recruitment and retention policies; 

b) support and enable the workforce to undertake their roles and responsibilities 

c) provide us with a comprehensive picture of our workforce, how it is deployed, how it can be 
developed, and kept safe; 

d) enable individuals to be evaluated and developed in their career and be paid 

e) meet statutory duties placed on us by HMRC, the Home Office, Department for Education, 
Department of Work and Pensions, UK Health Security Agency etc. 

f) celebrate or promote school, for scientific interest, or to record our own school history. 

mailto:admin@high-hesket.cumbria.sch.uk
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Under the UK GDPR, the lawful bases we rely on for processing personal workforce information are: 

• To undertake a public task 

• For the performance of a contract to which the data subject is a party, or for the taking of steps at 
the request of the data subject with a view to entering into a contract e.g., to appoint staff; 

• The processing is necessary for compliance with any legal obligations to which the data controller is 
subject, other than an obligation imposed by contract 

• The processing is necessary for the purposes of legitimate interests pursued by the data controller 
or by the third party or parties to whom the data are disclosed, except where the processing is 
unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate 
interests of the data subject. For example we use this lawful basis for workforce planning and for 
our archive. 

When we process special category data like medical information, we need to have one lawful basis from 
the list above and one from the following list:  

• having explicit consent e.g., for referral to occupational health or other support services  

• processing is necessary for the purposes of carrying out the obligations and exercising specific 
rights of the controller or the data subject in the field of employment and social security and social 
protection law 

• processing is necessary for reasons of substantial public interest 

• processing is necessary for the purpose of the assessment of the working capacity of the volunteer 
etc.,  

• to make or defend a legal claim  

• processing is necessary for archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes in accordance with Article 89(1)… 

For processing personal data relating to criminal convictions: 

The regulations relating to the processing of personal data about criminal convictions now lie within the 
Law Enforcement Directive 2018. Under the Law Enforcement Directive our lawful basis for processing this 
personal data is: 

• the processing is necessary for the purposes of performing or exercising obligations or rights which 
are imposed or conferred by law on the controller or the data subject in connection with 
employment, social security or social protection, and the data subject has given consent to the 
processing. 

Automated decision making & profiling  

We do not currently make any automated decisions or create a profile of you.  If this changes in the future, 
we will update our privacy notices to explain what we are doing and your right to object. 

• Collecting school workforce information 

We collect personal information via job application forms and other pre-employment evidence, staff 
contract forms and by email from employees. 

Most of the information we ask for is required by law or necessary so we can run the school effectively and 
some of it is voluntary.  To comply with UK GDPR, if you have a choice about providing information, we will 
tell you when we ask for it. We will also tell you what to do if you do not want to share this information 
with us. 

Storing school workforce information 

We hold school workforce data securely in line with the Information and Records Management Society 
(IRMS) Records Management Toolkit for Schools.  Most data about staff is kept for between 6 months and 6 
years after an event or the ending of a contract, although some is kept for much longer e.g., first aid and 

https://irms.org.uk/general/custom.asp?page=SchoolsToolkit
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accident records that also involved children.  Unsuccessful applicant data is kept for 6 months after the 
date of appointment.  For more information about how long we keep some information for and why (data 
retention), and how we keep the data safe, please see our IRMS. 

Who we share school workforce information with and why 

We do not share information about our workforce with anyone without consent unless the law and our 
policies allow us to do so.  The laws listed in this notice that require us to collect information also require us 
to share it.  Data is transferred securely by hand delivery or registered post, via a government data transfer 
system like School to School, via a contractor’s secure data sharing system like our online school trips safety 
system, and sometimes in other secure ways.   

We sometimes share your personal data with trusted third parties. These are listed below. When we share 

your personal data with these third parties who perform services for us, we require them to take 

appropriate steps to protect your personal information, and only to use the personal information for the 

purpose of performing those specific services. 

Name of company/organisation The service they perform for us 

Kym Allan Health and Safety Consulting Health and Safety 

Kierweb IT/web site hosting 

Kierweb IT/web maintenance 

Local Government Pension scheme (Your Pension 

Service)  

Managing pension contributions 

AS4S accountancy  Financial services provider 

HMRC Income tax management 

Microsoft Email 

Connexions Telephone (land line) 

EE Mobile 

Heidi B photography School Photographer 

UK Disclosure and barring service Provision of information to help us make safe 

decisions when recruiting 

Various training providers. You will be given more 

information if this is required  

Provision of mandatory training 

Educational Mutual / Local Authority  Occupational Health provider/s 

UK Health Security Agency, local authority public 

health, and District Council Environmental Health 

Departments 

Support public health action 

Local authority child safeguarding, statutory accountability, and 

conflict management 

Capita HR and payroll 

Eduspot School management system  

CPOMs Child protection management system  

Online educational platforms (these include but 

are not exclusive to: Google Classroom, Numbots, 

TTRockstars, Spelling Shed, Purple Mash, Kapow 

Primary, REN learn) 

Online learning activities 
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Insight assessment  Assessment tracking system 

Fisher Family Trust  Assessment tracking system  

Test base Assessment tracking system  

Evolve Online school visit system  

Reading Cloud / Junior Librarian Library system  

Various providers. You will be given more 

information at the booking stage 

Provision of venues and activities for residential and 

day trips 

 

Department for Education and our Local Authority 

The Department for Education (DfE) collects personal data from educational settings and local authorities 
via various statutory data collections.  

The law requires us to share information about our school workforce with the Department for Education 
(DfE) for the purpose of those data collections, and with our local authority, under section 5 of the 
Education (Supply of Information about the School Workforce) (England) Regulations 2007 and 
amendments.  

All data is transferred securely and held by DfE under a combination of software and hardware controls 
which meet the current government security policy framework.  

For more information, please see ‘How Government uses your data’ section. 

Requesting access to your personal data 

The UK GDPR, gives you certain rights about how your information is collected and used. To make a request 
for your personal information, contact the Headteacher.  

Your rights include: 

• the right to be informed about the collection and use of your personal data – this is called the ’right to 
be informed’. 

• the right to ask us for copies of personal information we have about you – this is called the ’right of 
access’ and is also known as a subject access request (SAR), data subject access request or right of 
access request. 

• the right to ask us to change any information you think is not accurate or complete – this is called the 
‘right to rectification’. 

• the right to ask us to delete your personal information – this is called the ‘right to erasure’. 

• the right to ask us to stop using your information – this is called the ‘right to restriction of processing’. 

• the right to object to our processing of your information, in certain circumstances. 

• rights in relation to automated decision making and profiling. 

• the right to withdraw consent at any time (where relevant). 

• the right to complain to the Information Commissioner if you feel we have not used your information in 
the right way. 

There are legitimate reasons why your information rights request may be refused. For example, some rights 
will not apply: 

• the right to erasure does not apply when the lawful basis for processing is legal obligation or public 
task. 

• The right to portability does not apply when the lawful basis for processing is legal obligation, vital 
interests, public task or legitimate interests. 

https://www.legislation.gov.uk/uksi/2007/2260/contents/made
https://www.gov.uk/government/publications/security-policy-framework
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• The right to object does not apply when the lawful basis for processing is contract, legal obligation or 
vital interests. And if the lawful basis is consent, you don’t have the right to object, but you have the 
right to withdraw consent. 

If you have a concern about the way we are collecting or using your personal data, you should raise your 
concern with us in the first instance. If you are not happy with our response you can then go directly to the 
Information Commissioner at raise a concern with ICO. 

For more information on how to request access to personal information held centrally by the DfE, please 
see the ‘How Government uses your data’ section of this notice below 

Withdrawal of consent and the right to lodge a complaint 

If we are only processing your personal data because you consented, you have the right to withdraw that 
consent.  If you change your mind, or you are unhappy with our use of your personal data, please let us 
know by contacting the Headteacher. 

We must acknowledge complaints within 30 days, take appropriate steps to investigate and address them, 
and inform you of the outcome. 

Last updated 

We  review this privacy notice on a regular basis so we recommend that you revisit this information from 
time to time. This version was last updated in September 2026 

Contact 

If you would like to discuss anything in this privacy notice, please contact the Headteacher. 

 

How Government uses your data 

The workforce data that we lawfully share with the DfE through data collections: 

• informs departmental policy on pay and the monitoring of the effectiveness and diversity of the school 
workforce 

• links to school funding and expenditure 

• supports ‘longer term’ research and monitoring of educational policy 

Data collection requirements 

To find out more about the data collection requirements placed on us by the Department for Education 
including the data that we share with them, go to https://www.gov.uk/education/data-collection-and-
censuses-for-schools. 

Sharing by the Department 

The Department may share information about school employees with third parties who promote the 
education or well-being of children or the effective deployment of school staff in England by: 

• conducting research or analysis 

• producing statistics 

• providing information, advice, or guidance 

The Department has robust processes in place to ensure that the confidentiality of personal data is 
maintained and there are stringent controls in place regarding access to it and its use. Decisions on whether 
DfE releases personal data to third parties are subject to a strict approval process and based on a detailed 
assessment of: 

https://ico.org.uk/concerns/
https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/education/data-collection-and-censuses-for-schools
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• who is requesting the data 

• the purpose for which it is required 

• the level and sensitivity of data requested; and  

• the arrangements in place to securely store and handle the data  

To be granted access to school workforce information, organisations must comply with its strict terms and 
conditions covering the confidentiality and handling of the data, security arrangements and retention and 
use of the data. 

How to find out what personal information DfE hold about you 

Under the terms of the Data Protection Act 2018, you’re entitled to ask the Department: 

• if they are processing your personal data 

• for a description of the data they hold about you 

• the reasons they’re holding it and any recipient it may be disclosed to 

• for a copy of your personal data and any details of its source 

If you want to see the personal data held about you by the DfE, you should make a ‘subject access request’.  
Further information on how to do this can be found in the DfE’s personal information charter published at: 
www.gov.uk/government/organisations/department-for-education/about/personal-information-charter 

To contact the department: www.gov.uk/contact-dfe. 

 

http://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
http://www.gov.uk/contact-dfe

